ORGANIZATION 
There have been several changes in the chapter organization. Dinesh Bareja is no longer a part of the Canadian chapter. He moved out of Canada and organized an Indian chapter.  After a year long active involvement with Honeynet projects, Serge Gorbunov became a member of a chapter.  

We have also established connections with the three computer security labs led by the following researchers: Khalil El-Khatib (University of Ontario Institute of Technology), Issa Traore (University of Victoria) and Isaac Woungang (Ryerson University). 
DEPLOYMENTS
A wireless honeypot was deployed at Fredericton location.

Toronto location: A modified version of the Monkey-Spider honeyclient was setup able to crawl multiple webservers in parallel, extract the future seeds, scan for malicious content and submit the results to a centralized database. 

RESEARCH AND DEVELOPMENT

1. List any new tools, projects or ideas you are currently researching or developing.

Our research is now primarily focused on two areas: (1) botnets, specifically, botnet detection, visualization and mitigation; and   (2) web crawling and analysis of malicious content distributed by websites in the .ca domain.

2. List tools you enhanced during the last year: 
Serge and Sami were working on the enhanced Monkey-Spider honeyclient. New functionality was added allowing to collect additional information about the system performance and scanning results. In addition, a few modifications were made to improve the overall design of the tool, its error handling and logging. 
We have also improved a network applications recognition engine for enhanced botnet detection tool,

3. Would you like to integrate this with any other tools, or you looking for help or collaboration with others in testing or developing the tool? 
By a kind request of the Monkey-Spider developers our modification to the honeyclient have been integrated as a new project branch. 
4. Explain what kind of help or tools or collaboration you are interested in.

(1) We are looking for botnet traffic: one particular interest is the activity on the IRC channels between the botmaster and server/bot. However, any botnet traffic is valuable. 
(2) We are looking to fully automate analysis of webserver for malicious content by introducing a hybrid honeyclient able to perform both static and dynamic malware analysis based on the different criteria. Anyone whose interest is similar is welcome to help us with ideas and/or coding. 
FINDINGS
· Highlight any unique findings, attacks, tools, or methods.            None. 

· Any trends seen in the past year?           None
· What are you using for data analysis?          Snort, Walleye, ClamAV, Heritrix, Monkey-spider honeyclient
· What is working well, and what is missing, what data analysis functionality would you like to see developed?                      A central location to facilitate data sharing among chapters would be great.
PAPERS AND PRESENTATIONS
Are you working on or did you publish any papers or presentations, such as KYE or academic papers?  If yes, please provide a description and link (if possible)

1. Serge Gorbunov and Sami Guirguis Analyzing web-servers for malicious content using monkey-spider honeyclient. October 2009.
2. Wei Lu, Mahbod Tavallaee, and Ali A. Ghorbani. "Hybrid Traffic Classification Approach Based on Decision Tree" IEEE Global Communications Conference (GLOBECOM 2009).

Where did you present honeypot-related material? ( selected publications )
· Fredericton: The High Technology Crime Investigation Association (HTCIA), Atlantic Canada chapter, December 2009.  
· Toronto: The Canadian Honeynet Chapter - TASK meeting 2009 - Presentation Download  prepared by Serge Gorbunov.

GOALS
Our goals for the next year:

· the development of the P2P botnet detection tool.
· the development of a prototype tool automating the analysis of websites for malicious contents using static and dynamic analysis. Continue research on honeyclient technology. 
MISC ACTIVITIES
New tools developed:
Typohulk – a simple tool generating a list of possible typosquatted domain names based on common typing mistakes. 

smtpParser – a python parser for SMTP traffic.

BotCop – a botnet detection tool based on analysis of the network applications.

Fredericton location hosted a visit by Dr. Mohammed Houssaini Sqalli, KFUPM, Saudi Arabia. As KFUPM was planning to deploy honeynet, the visit was primarily focused on a honeynet deployment, technology and research. 
